Electronic Access Control

e-data aCCESS cONTROL

PART 1 – GENERAL

The intent of this document is to specify the minimum criteria for the supply, installation, and maintenance of the e-DATA Access Control System.

1.01 SUMMARY

A. The Access Control System shall be designed for a variety of controlled access applications.

1.02 REFERENCES

A. (FCC) Federal Communications Commission
B. (CSA) Canadian Standards Association

C. (ETL) Intertek Laboratories

D. (EMV/CE) Electromagnetic Compatibility
1.03 DEFINITIONS

A. No Substitutes:  The exact make and model number identified in this specification shall be provided without exception.

B. Or Equal:  Any item may be substituted for the specified item provided that in every technical sense, the substituted item provides the same or better capability, compatibility and functionality.

C. Or Approved Equal:  A substitute for the specified item may be offered for approval by the Owner.  The proposed substitution must, in every technical sense, provide the same or better capability, compatibility and functionality as the specified item.  Such requests for approval shall be submitted in accordance with the provisions of PART 1.05 – SUBMITTALS, and must be obtained within the time frames outlined.

1.04 SYSTEM DESCRIPTION

A. The Access Control System shall be designed for a variety of controlled access applications where proven system reliability is required.  The Access Control System must provide:

1. Embedded access control system software

2. Connected component monitoring by unique serial number

3. Managed template distribution on RS485 data channel using e-DATA biometric readers

4. Simultaneous RS485 and Wiegand connectivity Fingerprint Managed Mode.
5. Expandable number of access points
6. Reader connections as RS485/Wiegand configurable

7. 10/100 Mbps Ethernet connection
8. Automated backup of settings and event log data

9. HTTP/HTTPS user defined network access port
10. SSL self signed certificate creation/import in PKCS12 format

11. User definable I/O assignments
12. Multiple control point access selectable from a single biometric reader keypad

13. e-mail notification

14. Remote firmware update over data channel connections

15. Up to 128MB system RAM
16. Up to 8GB onboard flash memory data storage

17. 12 to 24V DC power input

1.05 SUBMITTALS

A. General:  Submittals shall be made in accordance with the Conditions of the Contract and Submittal Procedures Section.

B. Drawings and Schematics:  Shall depict the Access Control System in final proposed “as built” configuration.  The following must be provided:

1. Connection diagrams for interfacing equipment.

2. List of connected equipment
3. Locations for all major equipment components to be installed under this specification
C. Product Data:  The following shall be provided:

1. Technical data sheets
2. Quick reference setup guide

3. A complete set of instruction manuals
D. Quality Assurance Submittals:  The following shall be submitted:

1. Checkout Report:  The Contractor shall provide the Owner with a checkout report for each Access Control System.  The report shall include:

a. A complete list of every device
b. The date it was tested, and by whom
c. If retested, the date it was retested, and by whom
d. The final test report shall indicate that every device was tested successfully
2. Manufacturer’s Instructions:  The Contractor shall deliver one set of System Operation and Maintenance Manuals (if available) to the Owner for each Access Control System installed.

3. Notice of Completion:  When the final acceptance has been satisfactorily completed, the Owner shall issue a notice of completion to the Contractor.

1.06 QUALITY ASSURANCE

A. Manufacturer’s Qualifications:  The Access Control System manufacturer shall be a predominate manufacturer of controlled access solutions, with over 25 years of experience in the controlled access industry.
1.07 DELIVERY, STORAGE, AND HANDLING

A. General:  Delivery, storage, and handling of the Access Control System shall be in accordance with the manufacturer’s recommendations.

B. Ordering:  The manufacturer’s ordering instructions and lead-time requirements must be followed in order to avoid installation delays.

C. Delivery:  The Access Control System shall be delivered in the manufacturer’s original, unopened, undamaged container with identification labels intact.

D. Storage and Protection:  The Access Control System shall be stored and protected from exposure to harmful weather conditions and at the environmental conditions recommended by the manufacturer.

1.08 WARRANTY

A. General:  The warranty period shall be a minimum of two (2) years from the date of purchase under normal use and service.

1.09 MAINTENANCE

A. Preventative Maintenance Agreement under Warranty:  As a separate price item, the Contractor shall provide preventative maintenance during the warranty period.  Maintenance shall include, but no be limited to:

1. Labor and materials, at no additional cost, to repair the Access Control System
2. Labor and materials, at no additional cost, to provide test and adjustments to the Access Control System
3. Regular inspections
B. Preventative Maintenance Agreement Out of Warranty:  As a separate price item, the Contractor shall provide a complete Maintenance Agreement for a period of ____ months after the conclusion of the warranty period.  The Maintenance Agreement shall include, but not be limited to:

1. Labor and materials, at no additional cost, to repair the Access Control System
2. Labor and materials, at no additional cost, to provide test and adjustments to the Access Control System
3. Regular inspections
1.010 TRAINING

A. Customer training shall be conducted by the Contractor for a minimum of _____ sessions, with a minimum session length of _____ hours at the customer’s site.

B. Training shall include, but not be limited to, the Access Control System operation and diagnostics.

PART 2 – PRODUCTS

2.01
MANUFACTURED UNITS

A. Model Number/Description Table

	MU200
	Master Unit 200

	AM524
	Master Unit 524

	DU
	Door Unit


2.02 CONSTRUCTION
A. The Access Control System shall, as a minimum, meet the following construction specifications:

1. Provided enclosure shall be constructed of metal back plate with a plastic snap cover secured by a screw.

2. Enclosure shall support a surface wall or ceiling mount installation area approximately 4.7 x 4.7 x 1.5 in (120 x 120 x 40 mm)
3. Fully populated enclosure weight shall not exceed 2 lbs.
2.03 FEATURES

A. The Access Control System shall include, as a minimum, the following feature specifications:

1. LED indicators for Power, Serial Communications, Ethernet connection, application state, speed and data transmission
2. RJ45 Ethernet connection

3. Connected component management by unique serial number
4. Embedded access control application software

5. XML data storage format

6. HTTP connectivity

7. HTTPS connectivity PKCS12 certificate authority

8. Embedded software system access

9. S.O.A.P interface support

10. RESTful interface support

11. Multiple administration accounts supporting access levels

12. Reader point schedules

13. Card holder access groups

14. Holiday definitions

15. Custom day definition and assignment

16. Static IP or DHCP network connection
17. Non-standard network port assignment

18. Primary/Secondary DNS Server support

19. Gateway access

20. UPnP Service with hostname (selectable on/off)

21. Domain name resolution

22. Reader data trace

23. Multiple credential check modes

24. Time server synchronization (multiple modes)

25. Multiple facility code support

26. Definable PIN length assignment

27. Reserved number for reader assigned PIN

28. Input/output assignment profiles

29. Alert notification via FTP and e-mail
30. Automated backup of configuration settings and event log data

31. Reset to factory defaults

32. Direct and TFTP Server software update support
33. Direct firmware update of connected components
2.04 ENVIRONMENTAL

A. The Access Control System shall include, as a minimum, the following environmental specifications:

1. Operating Temperature: 32° to 104° F (0° to 40° C)
2. Relative Humidity: 0 to 85% non-condensing

2.05 MECHANICAL SPECIFICATIONS

A. The Access Control System must have the following mechanical specifications:

1. Unit Dimensions (HxWxD)
4.7 x 4.7 x 1.5 in. 

(120mm x 120mm x 40mm)

2. Unit Weight (min)
1.59 lbs. (720 Kg)

2.06 ELECTRICAL POWER REQUIREMENTS

A. The Access Control System must not exceed the following electrical specifications:

1. Input Voltage
12 to 24VDC
2. Component Power Load
250mA @ 12V DC
2.07 MOUNTING
A. The Access Control System shall be designed to meet the following mounting options:

1. Surface Wall

2. Surface Ceiling
2.08 OPTIONS

A. The Access Control System shall be designed to support the following options:

1. Industry standard Wiegand and RS485 readers
2. Template distribution using the e-DATA biometric reader (Fingerprint Key)
PART 3 – EXECUTION

3.01 EXAMINATION
A. Submission of a proposal confirms that the contract documents and site conditions are accepted without qualifications unless exceptions are specifically noted.

B. The site shall be visited on a regular basis to appraise ongoing progress of other trades and contractors, make allowances for all ongoing work, and coordinate the requirements of this contract in a timely manner.

C. The Access Control System must be inspected before installation, and shall be free of any cosmetic defects or damage.

3.02 PREPARATION
A. Prior to installation, the Access Control System shall be configured and tested in accordance with the manufacturer’s instructions.

3.03 INSTALLATION
A. The Access Control System must be installed, programmed, and tested in accordance with the manufacturer’s instructions.

1. In order to ensure a complete, Access Control System, for bidding purposes, where information is not available from the Owner upon request, the worst-case condition shall be assumed.

2. Interfaces shall be coordinated with the Owner’s representative, where appropriate.

3. All necessary back-boxes, racks, connectors, supports, conduit, cable, and wire must be furnished and installed to provide a complete and reliable Access Control System installation.  Exact location of all boxes, conduit, and wiring runs shall be presented to the Owner for approval in advance of any installation.

4. All conduit, cable, and wire shall be installed parallel and square with building lines, including raised floor areas.  Conduit fill shall not exceed forty percent (40%).  All wires shall be gathered and secured to create an orderly installation.

3.04 TESTING AND CERTIFICATION

A. The Contractor shall demonstrate the functionality of the Access Control System upon completion of installation, documenting the result of all tests and providing these results to the Owner.  The Access Control System shall be tested in accordance with the following:

1. The Contractor shall conduct a complete inspection and test of all installed Access Control System equipment.  This includes testing and verifying operation with connected equipment.

2. The Contractor shall provide staff to test all devices and all operational features of the system for witness by the Owner’s representative and the Authority Having Jurisdiction.  All testing must be witnessed by the Owner’s representative, prior to acceptance.

3. The testing and certification shall take place as follows:

a. The Access Control System shall be tested in conjunction with the manufacturer’s representative.

b. All deficiencies noted in the above test shall be corrected.

c. Test results shall be submitted to the consultant or Owner’s representative.

d. The test and correction of any deficiencies shall be witnessed by the owner’s representative, and note.

e. The Owner’s representative shall accept the system.

f. The system test shall be witnessed by the Authority Having Jurisdiction.  Any deficiencies noted during the testing must be corrected.

4. A letter of certification shall be provided to indicate that the tests have been performed, and all devices are operational.

END OF SECTION
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